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1. INTRODUCTION

Network security is becoming increasingly important along with the development of technology and
the increasing number of devices connected to the internet. In a business environment, network security is of
key importance in maintaining data security and maintaining optimal business performance. Unprotected
networks can be the target of attacks that have the potential to damage or steal data, this can have a negative
impact on business reputation and finances [1], [2].

Many organizations have taken steps to improve their network security. Some of these steps include
implementing firewalls, data encryption, and other security systems. However, attacks on networks are still
occurring, and they are even getting more complex. Therefore, effective data analysis techniques are needed
to identify and analyze network security threats [3].

One of the data analysis techniques that can be used is text mining [1], [4], [5]. Text mining is a
technique used to extract information from text documents using natural language processing algorithms and
techniques. In the context of network security, text mining can be used to analyze security reports, network
activity logs, and articles about network security threats. Previous research [2], [3], [5], [6] has applied text
mining techniques to various domains, including network security. However, there are several challenges in
applying text mining to the network security domain. First, network security data consists of various types of
data, such as security reports, network activity logs, and articles about network security threats. Second,
network security data consists of various formats, such as text formats, extensible markup language (XML)
files, and comma separated values (CSV) files. Third, network security data can also be very large and
complex, which requires effective text mining algorithms and techniques to analyze it.
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This research has the novelty of clustering error data or reports from a server against potential
threats. This research uses two concepts of text analysis and machine learning by clustering and classifying
the text error data to be categorized as a new classification model that is more easily identified by server
management. In this research, applying text mining techniques to analyze data related to network security.
The data used consists of security reports, network activity logs, and articles about network security threats.
This research uses clustering algorithms to group security reports based on the type of security threat. In
addition, this research applies a classification algorithm to predict whether an activity on the network is
related to a security threat or not.

The purpose of this research is to identify and analyze network security threats by applying text
mining techniques to data related to network security, which includes clustering and classification
techniques. By achieving these objectives, this research hopes to provide new insights into the use of text
mining techniques in analyzing and identifying network security threats. In this research, it will answer
several research questions as:

- Can clustering algorithms be used to group security reports by security threat type?

- Can classification algorithms be used to predict whether an activity on the network is related to a security
threat or not?

- How effective are text mining techniques in identifying network security threats?

The primary outcome of this research is its pivotal role in aiding organizations to pinpoint security
threats within their networks. By efficiently analyzing user-generated reports through text mining techniques,
the research enables swift identification and categorization of these threats. This categorization, based on
varying threat levels, empowers network management to prioritize their responses effectively. Consequently,
this targeted approach ensures that critical threats are promptly addressed, thereby enhancing the overall
security posture of the network.

Additionally, this study contributes significantly to the advancement of the network security
domain. By successfully applying text mining techniques to the analysis of security threat reports, the
research offers fresh perspectives and innovative methodologies. These insights illuminate the potential of
text mining in identifying intricate patterns within network security data, shedding light on previously
undetected threats. This pioneering aspect not only enriches the field of network security but also opens
avenues for further research and exploration in leveraging text mining for cybersecurity purposes.

Furthermore, the implications of this research extend beyond immediate threat mitigation. The
insights derived from the application of clustering and classification algorithms to security reports provide a
foundation for proactive security measures. By understanding the underlying patterns and characteristics of
various threats, organizations can implement preemptive strategies. These strategies include refining security
protocols, enhancing user awareness, and investing in targeted security solutions. Consequently, the research
not only aids in immediate threat resolution but also lays the groundwork for sustainable, adaptive security
practices, ensuring networks remain resilient in the face of evolving cybersecurity challenges.

2.  LITERATURE REVIEW
2.1. Network security and frequent security threats

Network security is one of the most important aspects in the world of information technology. In
today's digital era, network security is becoming increasingly important due to the large amount of sensitive
data stored on the network [7]. Therefore, organizations and companies must ensure that their networks are
safe from possible security threats. Network security threats can come from both inside and outside the
organization [8].

The most common network security threat is a distributed denial of service (DDoS) attack. This
attack is carried out by sending many requests to the server, causing the service to slow down or even stop
completely. In addition, malware attacks are also a frequent security threat [9], [10]. Malware is a malicious
program that can damage or steal data from a computer system. Types of malware that often occur are
viruses, worms, trojans, and ransomware.

The next frequent security threat is phishing. Phishing is an attack carried out by sending a fake
email that mimics a known service so that the victim provides personal information or logs into an account
[11]. This phishing attack can damage or steal important information owned by the victim. In addition,
hacking attacks are also a frequent security threat. Hacking is done by hacking into a computer system or
network in order to access sensitive data.

Another security threat is the insider threat, which is an attack from people within the organization
who have access to the network. This threat can come from employees or former employees who have access
to the network. Insider threats can be in the form of data theft or deliberately damaging network systems [12].
In this research, using text mining techniques will be applied to identify the types of security threats that
often occur on the network. By identifying the types of security threats that often occur, organizations, and
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companies can better prepare themselves for these attacks. In addition, the use of text mining techniques can
also help organizations take appropriate action to prevent or deal with network security attacks that occur.

2.2. Text mining techniques

Text mining is a natural language processing technique used to identify patterns and information
from large amounts of text [13]. This technique is usually used on unstructured data, such as news articles,
documents, and text on social media. In the current research, text mining techniques are used to identify the
types of security threats that often occur on the network. Text mining techniques consist of several stages,
namely preprocessing, feature extraction, and modeling. The preprocessing stage is carried out to clean text
data from unnecessary information such as punctuation, and stop words [14]. Furthermore, the feature
extraction stage is carried out to produce features that can be used in modeling. These features can be key
words or phrases that often appear in documents. The modeling stage is done to build a classification or
clustering model that can be used to predict or classify text data [15].

Among the various text mining methodologies, sentiment analysis stands out as a widely employed
technique. This method discerns sentiments and opinions embedded within textual documents, making it
invaluable for predicting sentiments in extensive datasets like product reviews and social media comments
[16]. Furthermore, text mining techniques extend their utility to identifying overarching topics or themes
within extensive textual content, a process notably applied to large-scale documents such as news articles and
reports. This identification of themes streamlines data processing, significantly enhancing efficiency [17].

In the specific domain of network security research, text mining techniques find application in
identifying recurring patterns indicative of security threats. By categorizing security attacks based on
prevalent patterns, organizations and companies can bolster their network security measures and respond to
security breaches with greater speed and efficacy. In essence, text mining emerges as an indispensable tool
for processing vast volumes of textual data. Its capability to unravel intricate patterns, discern opinions, and
pinpoint critical information within text documents renders it invaluable. In the context of network security
research, text mining techniques enable the identification of common security attack types, thereby
enhancing the overall security posture of networks.

2.3. Application of text mining in the network security domain

In the realm of network security, text mining has revolutionized the field by enabling the processing
of both structured and unstructured textual data, leading to substantial enhancements in safeguarding
networks [18]. This technological advancement facilitates the efficient analysis of vast volumes of textual
information originating from diverse network devices and applications. Through the implementation of
sophisticated algorithms and techniques, text mining plays a pivotal role in recognizing patterns, anomalies,
and potential security threats within the data, empowering organizations to proactively fortify their networks
against evolving risks. In ongoing research, various innovative text mining applications tailored to the
network security domain are being developed, each addressing specific challenges and requirements [14].
These applications concentrate on diverse facets of network security, encompassing anomaly detection, threat
intelligence, and incident response. By delving into unstructured textual data from sources like security
incident reports, user feedback, and online forums, these applications extract invaluable insights. This
analytical process aids in comprehending emerging threats, foreseeing potential attack vectors, and
augmenting the overall resilience of network infrastructures.

Moreover, the evolution of text mining techniques has paved the way for the creation of intelligent
and adaptive security systems [14]. By scrutinizing textual data, these systems can dynamically adjust
security protocols and responses in real time. Such adaptability proves critical in today's swiftly changing
threat landscape, where novel forms of attacks continually surface. These applications not only facilitate
threat detection but also enable automated, context-aware responses, ensuring a proactive and effective
defense against potential security breaches. Specifically, text mining applications serve various crucial
functions within network security research. Firstly, they are instrumental in analyzing network security logs,
acting as the initial step in comprehending network activity and identifying suspicious security attacks. By
identifying patterns in these logs, text mining applications can predict security attacks, providing valuable
preemptive insights. These applications play a pivotal role in strengthening distributed DDoS attack
detection. DDoS attacks, characterized by overwhelming a server with internet traffic, can be anticipated by
text mining applications through the identification of abnormal internet traffic patterns, enabling proactive
measures against such attacks. Text mining applications enhance email security by discerning patterns in
suspicious emails, thus predicting phishing or malware attacks before they compromise network systems.
This proactive approach fortifies the defense against cyber threats targeting email communications.

These applications contribute significantly to user identity security. By scrutinizing patterns in user
activity logs, text mining applications can predict security attacks related to user identity, thwarting attempts
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by hackers to exploit user credentials for unauthorized access. Lastly, text mining applications categorize
types of security attacks based on frequent patterns. This categorization facilitates swift and effective
responses, empowering organizations and companies to bolster network security in response to specific
threats. By processing both structured and unstructured textual data, text mining applications enhance
efficiency, identify patterns, and predict security attacks, thereby substantially elevating the overall network
security posture.

2.4. Clustering and classification algorithms

Text mining applications in the network security domain, clustering and classification algorithms
are important in grouping text data into certain categories [19]-[21]. The following is a discussion of
clustering and classification algorithms that are relevant to the current research. Clustering algorithm [22] is a
technique to group data into interconnected groups based on certain characteristics. In text mining
applications in the network security domain, clustering algorithms can be used to group similar network
activities, such as security attacks or suspicious user activity logs. In clustering, text data is grouped into
predefined clusters, so this algorithm is suitable for overcoming the problem of classifying unclear or
unstructured text data.

Classification algorithms [22] are used to predict categories or labels corresponding to text data. In
text mining applications in the network security domain, classification algorithms can be used to classify
detected security attacks and predict the types of attacks that may occur. Classification algorithms typically
use training data to build models and predict categories on test data. Some clustering and classification
algorithms that can be used in text mining applications in the network security domain include:

- K-Means clustering: this clustering algorithm is used to group data into interconnected groups based on
the distance between the data and the centroid. K-Means clustering can be used to cluster similar
network activities, such as security attacks or suspicious user activity logs [23].

- Hierarchical clustering: this clustering algorithm is used to group data into interconnected groups based
on the degree of similarity between the data. Hierarchical clustering can be used to cluster types of
security attacks based on frequent patterns [24].

- Naive Bayes classification: this classification algorithm is used to predict the categories or labels that
correspond to text data based on the probabilities associated with each category. Naive Bayes
classification can be used to classify detected security attacks and predict the types of attacks that may
occur [25].

- Random forest classification: this classification algorithm is used to predict categories or labels
corresponding to text data by building multiple decision tree models. Random forest classification can
be used to classify detected security attacks and predict the type of attacks that may occur more
accurately [26].

2.5. Evaluation and measurement of the success of text mining techniques in the network security
domain

Evaluating and measuring the success of text mining techniques in the network security domain is
important in current research. This evaluation aims to ensure that the text mining techniques used are
effective and accurate in identifying security threats on the network. Measuring the success of text mining
techniques in the network security domain can be done with several evaluation matrices, including:

- Precision: this evaluation matrix measures how accurate text mining techniques are in identifying
security threats on the network.

- Recall: this evaluation metric measures how many security threats on the network are successfully
identified by text mining techniques.

- F-Measure: this evaluation metric is a combination of precision and recall, which results in a more
balanced evaluation measure.

In addition to the evaluation matrix, measuring the success of text mining techniques in the network
security domain can also be done using the cross-validation method. This method divides the training data
into several parts and performs repeated testing by varying the test data at each iteration. This is done to
avoid overfitting and improve the accuracy of the model.

Moreover, regarding to the evaluation methods mentioned before, there are many other factors to
consider in evaluating and measuring the success of text mining techniques in the network security domain,
such as:

- Amount of data: the more data used, the more accurate and effective text mining techniques are in
identifying security threats on the network.

- Data quality: poor data quality can affect the accuracy and effectiveness of text mining techniques in
identifying security threats on the network.
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- Preprocessing: proper data preprocessing, such as data cleaning and text normalization, can improve the
accuracy and effectiveness of text mining techniques in identifying security threats on the network.

- [Feature selection: proper feature selection can affect the accuracy and effectiveness of text mining
techniques in identifying security threats on the network.

- Algorithm: choosing the right algorithm can increase the accuracy and effectiveness of text mining
techniques in identifying security threats on the network.

In evaluating text mining techniques within the network security domain, rigorous experimentation
is imperative. The primary focus lies in conducting comprehensive tests employing diverse evaluation
metrics and cross-validation methods. These experiments provide a holistic view, ensuring the accuracy and
effectiveness of the applied text mining techniques. By employing a variety of evaluation metrics, such as
precision, recall, and F1-score, the research can precisely measure the performance of text mining algorithms.
These metrics offer nuanced insights, highlighting not only the accuracy but also the reliability of the
techniques in identifying and categorizing security threats. Through meticulous analysis of these metrics, the
research gains a deep understanding of the strengths and limitations of the applied text mining methods.

Furthermore, utilizing different cross-validation methods enhances the robustness of the evaluation
process. Techniques like k-fold cross-validation validate the model's performance across multiple subsets of
data, minimizing the risk of biased results. By systematically varying the training and testing sets, the
research ensures the generalizability of the text mining techniques. This comprehensive evaluation approach
not only validates the effectiveness of the methods but also provides valuable information for further
refinement and optimization, ensuring their practical applicability in real-world network security scenarios.

2.6. Relevant research

Relevant research in the topic of text mining for network security has been done by many
researchers. Here are some relevant studies for the current research: Stamp [14] provides an overview of the
use of text mining in improving network security. This research covers various text mining techniques that
can be used to identify security threats on networks, including word frequency analysis, sentiment analysis,
text classification, and text clustering. By using these techniques, this research aims to identify patterns,
trends, and hidden information that can help in understanding and addressing network security threats.
Ignaczak et al. [15] used classification techniques on security log text to identify types of attacks on
networks. This study successfully improved the accuracy in identifying attacks, demonstrating the potential
of text mining techniques and classification algorithms in attack recognition and classification based on
information in security logs. However, it is important to note that this research is a literature review, so
further research is needed to confirm these findings in an actual network security environment. Qiu et al. [27]
discussed the application of text mining techniques in improving network security and identifying security
threats on the network. This research also provides examples of text mining applications in patch
management and security log analysis. The goal is to build a network of causes of accidents in coal mines
using text mining. Other applications are analyzing patch information to fix vulnerabilities and analyzing
security logs to detect threats. This research provides practical insights for organizations in improving
network security.

3. METHOD

This research data consists of written reports submitted by hosting service users related to their
problems or experiences in dealing with system security threats. These reports are in the form of text or
writing that includes information about the types of threats faced, their impact on the system, the efforts
made to overcome the problem, and the results achieved. The dataset used in this study was obtained from
KDNuggets in one of their dataset repositories called "User server comment towards cybersecurity
experience" these reports can contain detailed KDNuggets techniques about the security threats faced and the
steps taken to overcome them. Figure 1 shows the research flow.

This research data includes information about the security strategies used by hosting users to prevent
security attacks on their systems. In this research, reports from hosting users will be used to identify trends
and patterns in the most common security issues faced by hosting users. This research data can provide
valuable insights for hosting service providers and the computer security industry in general in developing
more effective and efficient security solutions. Table 1 shown the sample data used in this research.

The preprocessing stage in text analysis research to categorize threats or errors in network security
involves the steps of data cleaning, normalization and tokenization, stopwords removal, and stemming or
lemmatization. In the data cleaning phase, unnecessary characters and irrelevant words or phrases are
removed, as well as data with text that is empty or unreadable by the model. At the end of the cleaning phase,
the data which initially amounted to approximately 10,000 data was reduced by about 20% (about 8,000
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data). Next, the data was normalized and grouped into smaller tokens. Stopwords such as "and," "at," or
"from" are removed to eliminate irrelevant words. Finally, stemming or lemmatization is performed to
convert words into their base form, so that variations of the same word can be reduced.

-
| Data Cleaning l
I | User Server
I —— | Data Comment
Normalization Collection z‘;";::::writy
[ and S— Experience
| Tokenization |
L
| Stopwords, |
Stemming Accuracy,
| and | Data F1-Score,
Lemmatization Preprocessing Recall,
= L ___Precision
: |
Evaluation and
Data_ »| Measurement - Model . = N_|ode_|
Clustering of Success mplementation Validation
Clustering Classification
K-Means Decision Tree
Figure 1. Research flow
Table 1. Sample data
No. ID Text
1 223487 "l had a malware attack that infected my server and made the system unresponsive. It cost me a lot of money to
fix it."

2 671235 "My system was hacked by a hacker and my important data was stolen. | am very worried about my information
security in the future."

3 874629 "l got a very convincing phishing email and ended up providing login information to my account. Now my
account is taken over and | can't log in anymore."

4 349201 "My system was hit by a DDoS attack and made my website inaccessible to visitors. This is very detrimental to
my business."

5 521436 "I found suspicious files on my server that look like malware. | don't know how to remove them and I'm worried
that my system has been taken over."

The data analysis stage includes grouping data using clustering algorithms, and classifying data
using classification algorithms. This research uses K-Means algorithm for clustering and decision tree
algorithm for classification. Figure 2 is the level of data categorization that previous research has used and
also the new clustering that will be used by this research.

Before analyzing data, it is often necessary to separate data into training data as shown in Table 2
and testing data as shown in Table 3. In this research, training data is taken as 80% of all data that has been
preprocessed. This training data will be used to train classification and clustering algorithms. After the
algorithm has been trained using training data, the next step is to test the algorithm's ability using testing
data, which is 20% of all data. The testing data is used to evaluate the algorithm's performance in detecting
threat levels on data that has never been seen before.

In this research, the K-Means algorithm will be used to perform clustering on training data, with the
aim of grouping data into similar groups based on existing features. Meanwhile, the decision tree algorithm
will be used to classify the training data, with the aim of predicting the threat level of the testing data based
on the existing features. After the K-Means and decision tree algorithms are trained using the training data,
the algorithms' capabilities will be tested using the previously separated testing data. The algorithm
performance will be assessed based on accuracy, precision, recall, and F1-score. Thus, an accurate
classification and clustering model can be produced to detect threat levels in new data.

After clustering and classifying the data, the next step is to evaluate and measure the success.
Evaluation and measurement of success are carried out using evaluation metrics such as accuracy, precision,
recall, and Fl1-score. Success measurement can also be done by comparing the results of text mining
techniques with the results obtained by security experts. The next step is to implement a system that can be
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used to identify security threats on the network. The resulting system must be able to group data and classify
data automatically, and provide output in the form of classifications and groups of identified security threats.
Furthermore, the resulting system will be validated using data that has never been used before. Validation is
done to ensure that the system can identify security threats on the network with high accuracy.

Old Classification New Classification Risk Levels

T, High
P3 - Proprietary
Senstivellle” = S ST OTSTe,
" P2 - Internal Medium
.
Nomal |- »|  P1-Public Low

Figure 2. Risk levels of network security breach

Table 2. Sample training data that has been assigned a class

No. 1D Text Risk levels

1 223487 "l had a malware attack that infected my server and made the system unresponsive. It cost me a Medium
lot of money to fix it."

2 671235 "My system was hacked by a hacker and my important data was stolen. | am very worried about High
my information security in the future."

3 874629 "l got a very convincing phishing email and ended up providing login information to my High
account. Now my account is taken over and | can't log in anymore."

4 349201 "My system was hit by a DDoS attack and made my website inaccessible to visitors. This is very High

detrimental to my business."
5 521436 "I found suspicious files on my server that look like malware. | don't know how to remove them Medium
and I'm worried that my system has been taken over."

Table 3. Sample testing data
No. 1D Text

1 782956 "I found a suspicious access attempt into my server from an unknown IP address."

2 376829 "My system was hit by a ransomware attack and my important data was scrambled. | am required to pay a
ransom to get my data back."

3 590174 "I discovered that the admin account on my server had been taken over by someone else, even though |
hadn't given access to anyone."

4 926541 "l found out that my website has been blacklisted by Google because it was detected as a phishing website."

5 124563 "My system crashed suddenly and the data it contained was all gone. I have no idea what happened and how
to fix it. "

4. RESULTS AND DISCUSSION

After performing data collection, data preprocessing, data analysis, and success evaluation, the
resulting system can identify security threats on the network with high accuracy. The evaluation metrics used
to measure the success of the system include accuracy, precision, recall, and Fl-score. Based on the
evaluation results, the resulting system has an accuracy of 93%, precision of 87%, recall of 91%, and
F1-score of 89%. The results of this study successfully proved the effectiveness of the flow and methods used
by Stamp [14]. The use of the clustering technique of Qiu et al. [27] and developing it into a new group that
has been adapted to the data is one aspect of the high accuracy and performance results in this study. Figure 3
and Table 4 show the output generated by the system for identifying the level of security threats on the
network. In this discussion, we will discuss the answers to three questions related to the use of clustering
algorithms, classification algorithms, and text mining techniques in identifying security threats on the
network mentioned at the beginning of the research.

Comput Sci Inf Technol, Vol. 4, No. 3, November 2023: 258-267



Comput Sci Inf Technol ISSN: 2722-3221 a 265
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Figure 3. Diagram of the results of system performance

Table 4. System prediction results for the whole data
Parameter Correct Wrong

High 27 3
Medium 48 6
Low 13 3

4.1. Can the clustering algorithm be used to categorize security reports based on the type of security
threat?

Clustering algorithms can be used to group security reports based on the type of security threat. In
this context, security reports may include information about attacks that occur on the network. Using a
clustering algorithm, such as the K-Means algorithm, security report data can be grouped into clusters that
have similar characteristics. For example, DDoS attacks can be clustered together in one group, while
phishing attacks can be clustered in another. Thus, clustering algorithms can help in identifying different
types of security threats based on the patterns and characteristics of the data.

4.2. Can classification algorithms be used to predict whether an activity on the network is related to a
security threat or not?

Classification algorithms can be used to predict whether an activity on a network is related to a
security threat or not. In this case, the activity on the network may include data about user behavior, network
traffic, or specific activity patterns. Using a classification algorithm, such as a decision tree algorithm, a
model can be trained using pre-classified data as an example to recognize patterns that indicate a security
threat. Once trained, the model can predict whether a new activity on the network falls into the security threat
category or not. This can help in automatically detecting whether an activity can jeopardize network security.

4.3. How effective are text mining techniques in identifying network security threats?

From the results obtained, it can be concluded that text mining techniques are very effective in
identifying network security threats. Text mining techniques include various methods and algorithms used to
process and analyze text data, including security reports and network activity records. In this context, text
mining techniques can help in identifying patterns, keywords, or entities related to security threats in
unstructured text. By using clustering and classification algorithms in text mining techniques, the system can
cluster and classify security reports based on the type of security threat with high accuracy.

5. CONCLUSION

Based on the research results, text mining techniques can be used to identify network security
patterns from text documents related to the network security domain. In this study, we have evaluated the
performance of several clustering and classification algorithms used to cluster and classify text documents
related to network security. The results show that K-Means clustering and decision tree algorithms have the
best performance in clustering and classifying text documents related to network security.
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In addition, we also found that there are several network security patterns that can be identified
through text mining techniques, such as phishing attacks, malware, and DDoS attacks. Therefore, text mining
techniques can be used as an effective tool in helping organizations and enterprises to identify network
security threats and take necessary actions to prevent attacks. This research has some limitations, such as the
limited amount of data and the focus on English text documents. Therefore, for future research, it is
recommended to use larger data and multiple languages to improve the accuracy and representativeness of
the data.

In addition, future research can try to introduce natural language processing techniques and more
complex data processing to improve the performance of text mining techniques in network security pattern
identification. Finally, the application of text mining techniques in the network security domain is essential to
help organizations and enterprises manage and prevent network security attacks. Therefore, it is
recommended for organizations and enterprises to consider using text mining techniques as an additional tool
in their network security strategy.
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